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Abstract:

"This study examines cybersecurity governance as a fundamental pillar for safeguarding national identity and
sovereign databases within the Libyan Civil Status Authority. It highlights the risks posed by digital threats and
the phenomenon of fraudulent birth registration (commonly referred to as 'paper children’), resulting from
legislative gaps, fragile technical infrastructure, and the exploitation of child allowance benefits. The study
concludes that any compromise to data integrity constitutes a direct threat to national security. Accordingly, it
recommends the adoption of a comprehensive national strategy and the implementation of a secure, integrated
electronic linkage system.
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(Libya uncovers mass identity fraud, 4 e 4lads cilahiiy deal ) Gl ge Jol
2025thearabweekly.com).

A1 4y 5l 73t Jiie @ DAS Jie 52 sall Y1) i pilal) Ll g 555 sgdas Al pal) o jlatl) —
uail a8 0 8 A sall ClS dlen s Ipand ST A0 Al sac Al CuilS LS 4l praaly 5 o(Apaland)
(U.S. Department of Justice, bl salwdl dlea s dl ] Claagill deal sal
2024etico.iiep.unesco.org).

o2 5 sl L) Jali Sumy il 03 3 e o oy el GaY) RS n
Libyan National Information ) 4l 5 4,085 Cillabis ey ccliball dlea ¢ Hlalall
Security & Safety Authority, 2024thearabweekly.com).

A g andaitl) U Asaal) JIsad) Aatian g Adl) duida gl) 4 gl 5 ALY sl

Ll 8 Al gl) & 9d) gkt 1 g¥) cthaal)

il G N Y B il g A5 1Y o

astliay i g Unlis ) Jai i 3) el Al sal) elid Ay el 385 a0 an Ll b il gl 2 el 2o
Fainl Jilse aalaity ol ¢ 58 a1 5 (2016 0551 3M) (sl oLaii¥l g ciilal gall 5 chaland)
(Libya trapped A5l 3 il ¢y EMal) Jasm 3 Leizas Y 180531 65 e 5 o dsinal J1sa¥1 5

Libyan Journal of Contemporary Academic Studies
72 Website: https://ljcas.ly/index.php/ljcas/index

Copyright: © 2026 by the authors. Submitted for possible open access publication under the terms and conditions of the
Creative Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).



https://ljcas.ly/index.php/ljcas/index

(Libyan Journal of Contemporary Academic Studies) 5 alrall 4aaals¥) cilaf jall 4l ddaal)
LICAS, eISSN: 5970-3005
Volume 4, Issue 1, 2026, Pages: 66-82

Al Apiall 68 Haam M5 in a cycle of political crisis, 2025gisreportsonline.com).
Lg 3 o ¢ gida ) elaia) dllisal alaiall J5¥1 G slall eyl JS5 35 <1954 daul (17) Ab)
Al Jaans ) Cdoa Aol J) 5D Aadaia Cilag 30 BaY @ jaa WS Lgilasd ¢ dpial) Glus)
CASMS‘ d;h J‘)ﬂj@ym‘ cmjl\ﬁg.\.uwm.}ud c’&\.‘vnj ‘C\j)”) GJ)\:\AJ\ d.m ‘u.\.\L\}Aﬂ‘LJ}:\AJ\
Al @l ) ol Ol e S 8 (S) S ol e Fag ) e piill o2 o 3 (2019 )

(HoR Defense Committee, 2025libyaobserver.ly). 4l sl 4, sells e S0l
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Hackers attack Libya's civil registry database, 2016libyaobserver.ly).)
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(Cordesman, 2019).
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(Hackers attack Libya's civil registry database, 2016libyaobserver.ly).
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Libya's civil registry database, 2016libyaobserver.ly).
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National Information Security & Safety Authority, 2022thearabweekly.com).
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